CYBER SECURITY

PACIFIC AEROSPACE
C O N S U LTI NG

Infosec Registered Assessor Program (IRAP)

DESCRIPTION OF SERVICES

« ACSC endorsed personnel providing services to secure
broader industry and Australian Government systems and
data (SECRET and below)

* |IRAP assessment offers a high confidence level and
enables the organisation’s risk owner to make informed
decisions about the system’s suitability for security needs
and risk appetite

CHALLENGE CONTACT DETAILS

My organization needs an IRAP assessment. How to choose the

fight person to assess our system’? & Samuel Abram, Head of Cyber Security
SOLUTION | | | Q  Wiliamtown, NSW

Our IRAP assessors have an extensive background in Australian

Government, Industry and Defence. As a result, we can place ., 0418810 964

the most suitable assessor on the system type, saving both time
and money and providing the highest quality outcomes. @ samuel.abram@pacaerocon.com.au




CYBER SECURITY

Defence Industry Security Program (DISP) membership

PACIFIC AEROSPACE

C ON S ULTI NG

DESCRIPTION OF SERVICES

* Assistance to determine the appropriate level of
membership for each company

« We provide gap analysis, implementation support, and
ongoing compliance support

« Qur solutions are tailored to ensure compliance across all
four security categories and required levels

« We deliver end-to-end support focused on the user
experience, working with you to solve your unique
problems, saving time and costs

CHALLENGE

My organisation needs a DISP membership, but navigating
Defence requirements is quite complex.

SOLUTION

As a Level 3 DISP member, we can assist you in decoding
government regulations to obtain a DISP membership
hassle-free. Our skilled veterans have decades of experience
supporting clients in the Defence security domains. Through
close consultation, we ensure compliant working-level
implementations for your business.

CONTACT DETAILS

& PAC Security Officers
Q Wiliamton, NSW

. 0240812887

@ disp@pacaerocon.com.au



CYBER SECURITY

Certification and Accreditation (C&A) assistance

PACIFIC AEROSPACE

C ON S ULTI NG

DESCRIPTION OF SERVICES

« SME advice across multiple frameworks (ISM, NIST,
1ISO27001)

* Perform gap analysis to understand system and
organisational risk

* Develop threat models tailored to the organisation threat
profile

* Assistance in system documentation creation

« Security assessments of Information Systems

* Ongoing support after submission

CHALLENGE
How can PAC assist with Certification and Accreditation (C&A)?

SOLUTION

C&A requires a meticulous process to assess risk, selection
and application of controls and mitigation of risk. PAC provides
a bespoke and tailored approach to guiding clients through
C&A activities, reinvesting our experience through engagement
and mentoring.

CONTACT DETAILS

& Samuel Abram, Head of Cyber Security

Q Wiliamtown, NSW

., 0418810 964

@ samuel.abram@pacaerocon.com.au




CYBER SECURITY

Designh and Remediation

PACIFIC AEROSPACE

C ON S ULTING

DESCRIPTION OF SERVICES

« Technical and administrative development and remediation
ofidentified gaps

* Perform gap analysis to define design requirements and
prioritise remediation efforts

 Knowledge of configuration management processes

* Vendor agnostic solutions

* High level of expertise

CHALLENGE

Why should my organisation worry about Design and ongoing
Remediation?

SOLUTION

Cyber threats to an organization’s systems and data are on the rise,
and many businesses aren't resourced to manage the complexities
of their cyber security risk. We help design solutions tailored to
remediate gaps in your ICT systems through the implementation of
security controls and vendor best practices, continuous monitoring,
vulnerability management, and staff cyber awareness training.

CONTACT DETAILS

& Samuel Abram, Head of Cyber Security

Q  Wiliamtown, NSW

. 0418810 964

@ samuel.abram@pacaerocon.com.au




CYBER SECURITY

ISO 27001 Internal Audit

PACIFIC AEROSPACE

C ON S ULTI NG

DESCRIPTION OF SERVICES

We provide organisations assistance towards achieving
an ISO 27001 certification, through the development of
Certification Plans

 Gap analysis against existing requirements to develop a
roadmap to achieving certification

« Remediation of identified risks to align to the intent of ISO
27001 controls

CHALLENGE

How can | ensure my organisation is ready for an ISO 27001
certification?

SOLUTION

ISO 27001 is a widely known standard that provides
confidence to internal and external stakeholders. We can
assist in demonstrating to the certification body that the
organisation has adequately managed risks to assets such as
organisational data, financial information, intellectual property
and employee details or PII.

CONTACT DETAILS

& Samuel Abram, Head of Cyber Security

Q  Wiliamtown, NSW

. 0418810 964

@ samuel.abram@pacaerocon.com.au




