CAPABILITY STATEMENT

moncasoseace — Cyber Security

Our information security team has a multifaceted background in Government, Defence and commercial security
domains. This experience, coupled with an operational focus, allows us to understand the delicate balance between
system security and system functionality, establishing the most comprehensive and user-focused security solutions

possible.
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Diverse Experience User-Centric Innovative Strategies Proven Results
Trusted cybersecurity Blending security, operational needs Our proactive strategies keep A strong track record in
expertise across industries and compliance for optimal performance. you safe from emerging threats. delivering robust cybersecurity.
Assessment and Audit
o IRAP Assessment WHY PAC?
o Essential Eight gap analysis and maturity model assessment We prioritise clients and stakeholders,
CMMC | | dl 't IVSi collaborating to achieve capability support
* evel one and level two gap analysis outcomes. Our expertise in long-term
o IRAP and DISP cyber readiness assessments mission systems supports critical ADF
 NIST SP 800-53 Implementation and compliance evaluation platforms. With strong security

relationships and strategic locations, we

» Experience working on behalf of Defence assessment and effectively support our clients

authorisation bodies

CONTACT US
Governance Risk and Compliance PACIFIC AEROSPACE
o IT Security Officer-as-a-service CONSULTING (PAC PTY. LTD.)
 Threat modeling and Risk assessment i G S GOEe]
e Third-party and supply chain risk assessment ABN 58 112 563 210

« Development of system specific security documentation 1S0 9001:2015 Certified

info@pacaerocon.com.au

Security Architecture and Engineering
 Design of security controls for cloud and on-premises
« Verification and Validation (V&V) of technical security controls
e Implementation and remediation of security controls
o Development of audit and test plans

Advisory Services

o SME guidance during assessment and authorisation /
e Continuous Monitoring after A&A PACIFIC
AEROSPACE

 Disaster recovery and Incident response exercise and testing
. CONSULTING
o Workforce development and training



